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Software technics

e web-based SaaS application, not vulnerable by local malware

e Standard browsers* and native iOS-/Android app as user clients

e Data transport protected by SSL encryption (TLS 1.2, ECDHE_RSA P-256,
AES_256_GCM)

e modular software architecture with state-of-the-art cloud backend (nginx,
node.js, PostgreSQL, Redis, ElasticSearch)

e redundand micro services for uninterruptible maintenance windows with
automatic fail-over and load balancing
integrated protection against XSS / SQL injection attacks
24/7 software monitoring of all relevant metrics

System technics

e regularly updated and hardened VMs on Ubuntu LTS distributions

e SSD storage with 2N or N+1 redundance

e Attachment file space based on S3 standard, logically separated per factro

cloud

e separated VLANSs for frontend and backend communication

e Hosting at Interxion Data Center Campus FRA-1, Frankfurt/Main, Germany
o ISO/IEC 27001, ISO 22301, ISO 9001, ISO 14001, ISO 50001 and PCI

DSS certified

Operations on ITILv3 standard

24/7 secured and monitored

Dual Carrier Connect with 40 Gbit/s fiber backbones

direct access to DE-CIX

o O O O

e Backup on geographically separated systems with database dumps, file
archives and volume snapshots

*except Microsoft Internet Explorer



